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I. Securing Confidential and Sensitive Records and Information
A. Medical Laboratory Patient Information and Records

1. Confidentiality of Patient Information and Records is related to the accessibility of that information by an unauthorized third party.
a)  Confidential information and records:

(1) Includes any and all types of information (oral, written, and electronic) that identifies, or can be traced back to a patient or client;

(2) May include requisition forms, worksheets, report forms, telephone logs, electronic databases, bills, etc.

b)  Responsibility for protecting confidential information and records:

(1) Every Laboratories Administration employee who comes in contact with confidential information or records is responsible for maintaining that confidentiality;

(2) Failure to maintain patient/client confidentiality will subject employee(s) to disciplinary action, up to and including immediate dismissal from State service.

c) Maintain confidentiality by ensuring all confidential information and records, for example, are:

(1) Discussed only within the work area;

(2) Formally or informally relayed only to an authorized third party;

(3) Not visible in rooms accessible to the public;

(4) Not left sitting open or visible while awaiting photocopying; 

(5) Mailed in sealed envelopes; and

(6) Discarded following proper procedures [See Section I. C.].

2. Access to Confidential Medical Laboratory Records  

a) Access by Patients:

(1) A laboratory record is the property of the Laboratories Administration and Department of Health and Mental Hygiene (DHMH); however, the patient has a right to information in the record.

(2) The Laboratories Administration may not deny to a patient (or his/her authorized representative) information in the record when the patient places a written request for the information, and the laboratory has informed the patient’s physician that information is being released.

(3) [image: image4.bmp]Telephone requests. [See Laboratory Employee’s Handbook, 3rd ed., February, 2004, Section 7.0 (pp. 19-20) for a detailed review of how to properly release test results by telephone when requested to do so by patients and unknown healthcare workers.]

b) Access by Authorized Third Parties:

(1) Medical laboratory records may be released under a court-ordered subpoena only after informing and consulting the Division/Regional Lab Chief and Director.

(2) Medical laboratory records may not be released directly at the request of a law enforcement agent or agency, or under a subpoena issued by an attorney;

(3) Medical laboratory records may be released to a third party (e.g., patient’s attorney or insurance agent) only if patient has provided to Laboratory a written, signed and dated request to release the record that includes written authorization to release record to a named third party. 

B. Non-Medical Laboratory Confidential and Sensitive Information and Records

1. Confidentiality of Client and Administration Information and Records is related to accessibility of that information by an unauthorized third party.
a) Confidential and sensitive information and records:

(1) Include any and all types of information (oral, written, and electronic) that may potentially involve litigation, personnel knowledge, attorney-client privileged information, certain scientific or technical information, certain business information, etc.

(2) May include requisition forms, worksheets, report forms, telephone logs, electronic databases, bills, social security numbers, grievance materials, disciplinary documentation, PEP evaluations, non-winning award nominations, Standard Operating Procedures Manual (SOPM), lists involving select (BT) agents, etc.

b)  Protecting non-medical confidential and sensitive information and records:

(1) [image: image5.bmp]Every employee who comes into contact with confidential or sensitive  information or records is responsible for maintaining that confidentiality;

(2) Failure to maintain this confidentiality will subject an employee to disciplinary action, up to and including immediate dismissal from State service.

c) Maintain confidentiality by ensuring all confidential information and records are, for example:

(1) Discussed only inside the work area;

(2) Formally or informally relayed only to an authorized third party;

(3) Not left open on desks or lab benches in unlocked space;

(4) Not left sitting open while awaiting photocopying; 

(5) Mailed in sealed envelopes; and

(6) Discarded only following proper procedures [See Section I. C.]

2. Access to Confidential or Sensitive Non-Medical Laboratory Records by authorized third parties not involved in providing the patient’s care.  These records may be released:
a) Under a court-ordered subpoena after informing and consulting the Division/Regional Lab Chief and Director;

b) If public records, under Maryland’s Public Information Act; and

c) To State auditors or other Departmental agencies authorized under various State laws and regulations to access them.

C. Disposition of Confidential and Sensitive Records

1. Retention Requirements      

a) Routine medical laboratory records: two (2) years

b) Childhood screening records: twenty-one (21) years

c) Auditable business records: three (3) years after end of the fiscal year; and

d) Records related to forensic and legal cases: varies.
2. Authorization to Dispose of Confidential and Sensitive Records

a) Employees must always consult a supervisor before disposing of routine medical laboratory records or business records;

b) Employees must always consult with the Division Chief or Director before disposing of non-routine medical laboratory records, forensic/legal records, and auditable business records.

3. Disposal Methods

a) Shredding:

(1) Most, if not all, confidential and sensitive printed materials are to be disposed of by shredding;

(2) Only employees authorized and designated to do so may shred confidential or sensitive materials;

(3) Authorized employees may perform shredding only where and as stated in their section’s SOPM.

b) Recycling:  No unshredded confidential or sensitive material may be recycled.

c) Incineration:  Confidential and sensitive material that can not be shredded must be cleared of all confidential and sensitive information before it can be discarded as routine trash.  In some cases, where blanking out all confidential information is not possible, these materials may be incinerated onsite. Electronic information on hard drives and back-up media must be submitted to the Laboratories Administration’s Management Information Systems Unit (MIS) for proper disposal.

D. Cybersecurity

The Laboratories Administration is required to comply with all DHMH security policies intended to assure the security, confidentiality, and integrity of electronic information as set forth in the following DHMH policies:   

Available on DHMH’s Internet: http://www.dhmh.state.md.us/policies/op02.htm  and  

Intranet:  http://indhmh/irma/itpolicies/
1. DHMH Policy 02.01.02, Use of Electronic Information Systems (EIS);

2. DHMH Policy 02.01.02, Software Copyright; 

3. DHMH Policy 02.01.03, Acquisition and Utilization if IT Resources; and

4. DHMH Policy 02.01.06, Information Assurance Policy (IAP).

II. Physical Security

A. Access to Lab Tower

1. Who May Gain Access 

a) Laboratories Administration, authorized DHMH or authorized Department of General Services (DGS) employees may gain access by presenting an authorized State electronic ID at the time of entry.

b) All visitors (e.g. other state, federal and county employees, contractors, non-routine couriers, employees’ relatives, sales persons) with legitimate business to conduct with the Laboratories Administration may gain access by:

(1) Presenting a current photo ID to DGS Police Officer posted at the Lab Tower Security Desk;

(2) Signing-in at Lab Tower Security Desk on arrival;

(3) Obtaining and outwardly wearing a dated “visitor’s” badge;

(4) Waiting for an escort from the lab or office to be visited; and

(5) Signing-out at Lab Tower Security Desk on departure.

c) Following a fire drill, bomb scare, or other emergency evacuation, all      

          returning employees and visitors shall re-enter the 201 building only at the   

          main entrance of 201 W. Preston Street and follow the procedures stated in 

          items (a) and (b) above to access the Laboratory Tower.   All persons re-

          entering the building must show a proper form of ID (employees’ electronic 

          ID; visitors’ photo ID).  Persons failing to display a valid form of 

          identification will not be re-admitted to the building. 

2. When Building Access May Be Obtained

a) Twenty-four (24) hours a day, seven (7) days a week:  

(1) Employees who require access to conduct legitimate Laboratories Administration business, make emergency repairs, or provide security;

b) 8:00 a.m. – 4:00 p.m. Monday through Friday, except State holidays:

(1) Visitors - after first reporting to the Security Desk at main entrance of 201 West Preston Street, and the Lab Tower Security Desk [Following Section II.A.1.b)].

c) 8:00 a.m. – 6:30 p.m. Monday through Friday, except State holidays:  

(1) Routine laboratory couriers - to pick up reports, supplies and deliver laboratory specimens and samples shall report to the Laboratory Receiving Office on the Service level, adjacent to the Loading Dock;

(2) Routine delivery of purchases shall be made to the Laboratory Receiving Office 8:00 AM – 4:30 PM Monday through Friday, except State holidays.

   d)   7:30 a.m. – 10:30 a.m. Saturdays and State holidays:

Laboratory couriers requiring access to deliver laboratory specimens and samples shall notify Laboratory Registration and Reports by phone of their arrival.  Laboratory Registration and Reports staff shall meet them outside of the main entrance to the 201 Bldg., escort couriers, and obtain entry and exit signatures. 
B.  Access to Select Agent and Toxin Work and Storage Areas

1. Role of Responsible Official

a) The Responsible Official is responsible for ensuring compliance with Animal and Plant Health Inspection Service/Centers for Disease Control and Prevention (APHIS/CDC) Select Agent Program regulations, including:

(1) Developing and implementing safety, security and emergency response plans;

(2) Allowing only approved individuals to have access to select agents or toxins;

(3) Providing or ensuring appropriate training for safety, security and emergency response is provided;

(4) Transferring select agents or toxins;

(5) Providing timely notice of any theft, loss, or release of a select agent or toxin; and

(6) Maintaining detailed records of information necessary to give a complete accounting of all activities related to select agents or toxins.
2. Policies Covering Employees

a) Screening Policy.  Prior to being granted access to select agents or toxins, an       

employee must first undergo a Security Risk Assessment (SRA) as defined  in  42 CFR 73.8.  The SRA is comprised of completing and submitting the   

Federal Bureau of Investigation (FBI), Bioterrorism Preparedness Act: Entity/Individual Information (FD-961) form and two sets of fingerprints on FBI fingerprint cards (FD-258) to the FBI Criminal Justice Information Services division (CJIS) through the Responsible Official (RO) or Alternate responsible Official (ARO).  The employee may be denied access to select agents or toxins if they:

(1) Are a restricted person under United states code, Title 18, Part 1, Chapter 10, §175b,

(2) Committed a crime specified in 18 U.S.C. 2332b(g)(5),

(3) Knowing involvement with an organization that engages in domestic or international terrorism (as defined in 18 U.S.C. 2331) or with any other organization that engages in intentional crimes of violence, or

(4) Are an agent of a foreign power (as defined in 50 U.S.C. 1801).

b) Minimum education, experience, and training.  To be granted access to a  

        select agent or toxin an employee will:

(1) Meet State’s Personnel minimum qualifications for a Public Health Laboratory Scientist or a Public Health Laboratory Technician; and 

(2) Have effectively completed and documented on-the-job training in the safe and proper handling of select agents, toxins, or both, as needed. 

3. Policies Covering Non-Approved Individuals

a) Escort Requirements:

(1) An approved employee shall accompany, at all times in an area containing a select agent or toxin, an individual not approved to work with or have access to select agents or toxins.  

(2) Individuals included under escort requirement include cleaning and preventive maintenance staff, instrument repair workers and contractors.

b) Removal of unauthorized personnel:

(1) No unapproved individual may visit an area containing a select agent or toxin without the prior approval of the Division Chief and without being escorted at all times while in the area.

(2) An employee who observes the presence of an individual unauthorized to be in the area will treat the individual’s presence as a breach in security.  Immediately notify the DGS Police Control at 410-767-4793, and report the incident using the procedure outlined in section III.B.2. 

4. Inventory Controls.  Each laboratory’s SOPM will require that freezers, refrigerators, cabinets, and other containers where stocks of select agents, toxins, or both are stored be kept locked when not in direct view of approved staff, and will be subjected to other monitoring measures such as video surveillance when needed.
a) Access Controls for Containers Storing Agents and Toxins: An employee with access to select agents, toxins, or both will comply with the access controls set forth in the SOPM covering each laboratory and storage area where an agent or toxin is stored. 

b) Inventory Documentation and Records Policy: An employee with access to select agents, toxins, or both will comply with inventory policy and procedures set forth in the SOPM covering each laboratory where an agent or toxin is stored. 

c) Intra-Administration Transfer of Select Agents and Toxins:  An employee with access to select agents, toxins, or both will comply with the Administration’s policy covering the intra-Administration transfer of a select agent or toxin by:

(1) Carrying out such a transfer only with the knowledge and approval of immediate supervisor or Division Chief; and

(2) Completing appropriate transfer log and inventory records associated with agent or toxin at the time of transfer.

d) Examination of Packages Entering and Exiting Select Agent and Toxin Containing Areas:

(1) A package being brought into a select agent storage or work area will be examined by an authorized Laboratories Administration scientist at the time of entry for the presence (transfer) of select agents and, if present, immediately will be properly inventoried and stored.

(2) Prior to preparing (wrapping) a package for removal from the area two employees will document that they:

(a) Examined the contents of the package for the presence of a select agent or toxin; and

(b) That, on finding an agent for transfer, proper approvals were obtained, proper transfer forms were completed, and inventory records updated.   

C. Role of Safety and Security Officer (SSO)

1. Security Training 

The SSO will provide security awareness training and orientation for new employees within one week of employment.  Ongoing security training will be provided at least annually to all employees and more often if needed.
2. Access Control

The SSO will respond to written requests for additions, changes or deletions to the access control system database.  All written requests must have the proper approval signatures.  The SSO will maintain copies of all requests prior to submission to DGS Police.

3. Act as the Laboratories Administration’s liaison with DGS Police.

4. Respond to reports of breaches in security.

5. Provide backup to the Laboratories Administration OLEPR.

6. Annually and following a reported security incident or breach, undertake a functional security review.

7. Provide for maintenance of the Laboratory Access Control and Video Surveillance System components.

D. DGS Police Officer Posted at the Lab Tower Security Desk 

1. DGSP General Policies

a)  Hours of Operation:

(1) Lab Tower – Dayshift-8:00 AM-4:00 PM

(2) 201 Bldg.-7:00 AM-9:30 PM, Monday-Friday

(3) State Office Complex– 24 hours a day/7 days a week-by phone-

410-767-4793.

(4)     201 Bldg. Loading Dock-7:00 AM-6:30 PM, Monday-Friday.
(5)     DGS will provide a back-up officer at the Lab Tower Security Desk in   

           the event of unscheduled leave.

2. DGS Police Officer Enforcement of Security Plan

a) Enforce Lab Tower Access and Visitor Policies:

(1) Signing visitors in and out;

(2) Visitor badges: Officer will ensure all visitors properly obtain, wear, and return visitors’ badges.

(3) Employee Escorts: Officer will prohibit visitors from traveling beyond the Officer’s post unless escorted by a Laboratories Administration employee.

(4) State Property Passes: Officer will enforce use of property passes for any State owned equipment temporarily being taken out of the Lab Tower by employees and visitors.  Two (2) original passes authorized by Lab employee’s supervisor must be obtained.  One original signed pass to be given to DGS Police Officer and the second pass with original signatures is to remain with equipment.  (Passes may be downloaded: www.dgs.state.md.us/propertypass).

(a) Collected property passes shall be reviewed and maintained at the DGS Police Officer’s Lab Tower Security Desk.  The Laboratories Administration’s Inventory Control Officer will obtain a copy of passes at the end of each month.  

b) Provide Security Input to Laboratories Administration’s Safety and Security Committee: A DGS Police Officer will be invited to participate in Laboratories Administration’s Safety and Security Committee Meetings.

3. Officer-Employee Interactions

a) Incident Reporting:  The DGS Police Officer posted at the Lab Tower Security Desk will report all breaches of security or incidents to DGS Police Control.  DGS Police Control will notify the Laboratories Administration’s office of Laboratory Emergency Preparedness and Response (OLEPR).

b) Alarm Notification:  DGS Police Control will notify the OLEPR of all access control system alarms.

c) Laboratories Administration Resource Materials: The Safety and Security Officer will see that the following reference materials remain current and available at Lab Tower Security Desk: 

(1) Laboratories Administration Telephone Directory;

(2) Laboratories Administration Organizational Charts;

(3) Lab Tower’s Floor and Lab Location Plans;

(4) Access to the State Employee Telephone Directory; and

(5) Administration’s “Guide to Public Health Laboratory Services” 

d)  Laboratories Administration’s Key Contacts

	Title
	Name
	Location
	Ext.

	Director
	Jack DeBoy, Dr.P.H.
	L-41A
	76100

	Deputy Director, Scientific Programs
	Robert Myers, Ph.D.
	2A-5
	75772

	Deputy Director, Regulatory & Administrative Programs
	Michael J. Wajda, M.A., J.D.
	L-35
	76103

	Special Assistant
	Frances Stierstorfer
	L-39
	76183

	Safety and Security Officer 
	Rachel Vaden
	L-43
	74305

	Quality Assurance Officer
	Mark McKinney
	5A-12
	75426

	Inventory Control Officer, Registration Supervisor
	Denise Shackleford
	L-18
	76116

	Radiation Safety Officer
	Monica Sanders
	6C-3
	75537

	Office of Information Management Services
	Steve Montogomery
	L-34
	76108

	Office of Laboratory Emergency Preparedness and Response (OLEPR)  (Responsible Official)
	Jim Svrjcek

OLEPR call down list……pager

cell phone

home

pager
	5A-5
	76096

	
	
	410-471-0595

410-937-8686

410-893-8899

410-408-7521

	Newborn and Childhood Screening Division
	Fizza Majid, Ph.D.
	1A-5
	73487

76171

	Molecular Biology Division
	Robert Myers, Ph.D.
	2A-5
	75772

	Environmental Chemistry Division
	Prince Kassim, Ph.D.
	7A-6
	75838

	Public Health Microbiology Division
	Jafar Razeq, Ph.D.
	3A-5
	76125

	Virology and Immunology Division
	Maria Carlos, Ph.D.
	4A-5
	75772

	Environmental Public Health Microbiology Division
	Chengru Zhu, Ph.D.
	6A-6
	75074


e) Equal Treatment and Enforcement of Administration’s Security Policies:

(1) All employees and visitors are subject to the Laboratories  Administration’s security policies;

(2) The DGS Police Officer at the Lab Tower Security Desk will challenge any employee disregarding established security protocols.  A DGS Police incident report will be completed documenting breach in security.

(3) Any on-going breach of security issues involving an individual or individuals, will be communicated to the Laboratories Administration Director by the DGS Police Management.  

f) DGS Police Key Contacts:

Baltimore Emergency:  x40099

Note:  All red phones in the Laboratory connect to Baltimore DGS Police Control Emergency Lines in Room, 301 W. Preston, M6A 

Non-Emergency:  410-767-4793 DGS Police, 301 W. Preston Street, M6A Laboratory Security Desk, Lobby Level:  x71863 

Main Entrance Security Desk, 201 W. Preston Street:   x71912 

Main Entrance Security Desk, 301 W. Preston Street:   x74245 

Annapolis Non-Emergency DGS Police Control:   410-260-2911

Annapolis Emergency DGS Police:   410-767-6666

E. DGS Police Control

1. Access Control System Maintenance:
a) Activate/deactivate all electronic IDs; and

b) Notify the OLEPR of significant incidents, security breaches or alarm situations regarding select agent rooms.

c) Notify the SSO of other incidents, security breaches or alarm situations.

2. Video Surveillance System:

a) Provide ongoing video monitoring using cameras installed in the Lab Tower.

F. Metal Keys 

1. Issuance Policy

a) Locker Keys

(1) Upon employment, an employee will be assigned a locker and locker key.  The employee will sign that he/she has received the locker key.

b) Room Keys

(1) Requests for employees to receive metal door keys to individual laboratories and offices must be made in writing by an employee’s Division Chief and approved by the Director.

c) Other Locks and Keys

(1) Keys to items in the main Administration office such as those for the suggestion box, State cars, and file cabinets will be maintained by authorized personnel and kept locked up overnight and when not in use.  

(2) Keys to items in the central lab divisions such as those for file cabinets will be maintained by the Division Chief or his/her designee.

G. Electronic ID 

1. Issuance Policy

a) New Employee.  A  new employee’s supervisor must submit a “Request to DGS Police’ form to add the employee to the access control system. Upon approval, the new employee will then be issued an electronic ID that will provide entry to the Lab Tower and, if appropriate for a particular employee’s duties, will also allow access to one or more sensitive laboratories or offices. 

b) Access level changes.  The procedure outlined above should also be used any time there is a change in an employee’s access level for sensitive areas or offices.

                2.        Electronic ID Holder Responsibilities  

a)     Using The Card Reader.  Employees must present their State ID Card at the  

          proximity (prox) card reader to “badge in” for that door each and every time 

          they enter through the door. 

b)     Deactivated Lock.  If an employee has already deactivated the lock by  

          presenting their card at the reader and has opened the door, each subsequent

          employee must also present their own card to the card reader before entering

          the door even if the door is open.  

c)     Lock deactivated by motion detector.  An employee entering a door, which  

          has had the lock deactivated by motion on the opposite side of the door, must  

          present their ID at the prox reader before entering.

d)     Ensuring that others Present Badge.  An employee, who has badged a door 

          and to be courteous is holding the door open for a fellow employee, must  

          ensure  that the fellow employee also presents their badge to the reader  

          before entering.  If the fellow employee refuses to badge in, they should be 

          reported  to the Laboratories Security Desk DGS Police Officer. 
e)     Piggybacking.  Entering a door, without badging in, that is being held open   

          by another employee [who has badged in], is called piggybacking.  This is a 

          violation of the Laboratories Administration’s access control policy. 

f)     Employees Without Their ID Badge.  Employees, who do not have their ID  

          must use the intercom for access and report to the Laboratories Security Desk 

          DGS Police Officer, sign in and receive a Visitor’s Badge.  They must not 

          enter on another employee’s ID.  If their ID has been lost or stolen they must 

          notify the DGS Police and the Laboratories Safety and Security Officer 

          immediately.

g)     Refusing Access To Unauthorized Persons.  An employee with card access 

          should not allow another State Employee or visitor without card access to 

          piggyback on their badge.  State employees and visitors without card access 

          must use the intercom to access the Laboratory Tower.  An employee who is 

          apprehensive about confronting a visitor or fellow employee who insists on 

          piggybacking should report the violator to the Laboratories Security Desk 

          DGS Police Officer. 

h)     Access Limitation.  The electronic ID may not be loaned by one employee to 

          another or to a non-Administration employee.  Employees found to have 

          loaned an electronic ID are subject to arrest.  In addition, “Misuse of an 

          Identification Card may result in disciplinary action up to and including 

          termination of State employment” [MTA Free Transit “Pilot” Program 

          Policy.]  This can apply to either or both parties, depending on the 

          circumstances.

i)     Reporting Improper Use.  An employee noticing improper use of any 

          electronic ID by an unauthorized person must immediately notify their 

          immediate supervisor and the DGS Police Officer posted at the Lab Tower 

          Security Desk.

H. Changing Passwords, Combinations, and Locks

                 1.       Authorization.  Requests for changes to passwords, combinations, and locks  

          must be made in writing to or through a Division Chief, who will obtain approval      

          from a Deputy Director or Director.
2.     Announcement.  Before a new password, combination, or lock change is    
           implemented, the Division Chief will inform employees with a need to know of 

           change and support the change by working with the Safety and Security Officer  

           and  DGS Police.
         I.     Loss and Replacement                                                                         

1. Locker Keys.  Loss of a locker key must be reported to the issuing party.  Only 
the employee who was in legitimate possession of the key may request a replacement. 

2. Metal Room Keys.  An employee must report the loss of a metal room key to their Division Chief as soon as the loss is noticed.  The employee must provide a brief written report on when, where, and how (if known) the key was lost.  The Division Chief will recommend whether key replacement and/or a change of the lock is warranted and, if so, make a written request and obtain approval of the Director.
3. Electronic ID.  An employee must report the loss of an electronic ID immediately to their Division Chief and DGS Police.  In addition, the Responsible Official, a Deputy Director or Director must be notified.
K.        Employee Separation.  

     1.        Locker and Room Keys - An employee terminating employment from the 

                Laboratories Administration will turn in all metal room and locker keys in their 

                possession to the Laboratories Administration’s Personnel Liaison.

    Electronic ID – An employee terminating employment from the Laboratories 

   Administration must turn in their State ID with electronic ID attached to DHMH 

   Personnel prior to separation. Prior to the employee’s last day of work, the 

   employee’s supervisor must submit a “Request to DGS Police” form to the      

   Safety and Security Officer to delete the employee from the access control  

   system.
L.        Maintaining Issuance Records 

             1.    Locker and Room Keys - Laboratories Administration Personnel Liaison will  

                    maintain a confidential list of lockers, locker keys and room keys issued.  The list   

                    will contain employees’ name, floor, locker number, date of issuance, key ID and              

                    date key is returned and/or lost.                                                                                                                                    

2. Electronic ID - The Laboratories Administration Safety and Security Officer and 
           DGS Police will each maintain a confidential list of electronic IDs distributed.      

          The list will identify employees’ name, location, dates issued, returned and/or lost.
M.        State Property Passes

                    1.     Authorization.  Two (2) original State Property Passes must be signed by the 

                            employee’s supervisor.  

2. Process.  One original signed pass must be given to DGS Police Officer at the Lab   

        Tower Security Desk and the second original pass is to remain with equipment.  

        Only passes with original signatures will be accepted by the DGS Police Officer.  

        A copy should be provided to the Lab’s Inventory Control Officer.
3. Distribution.  Blank State Property Passes may be obtained from the Divisional 

        Property Accountable Officers, the Lab’s Inventory Control Officer (Denise 

        Shackleford, L-42, X76116), or downloaded: www.dgs.state.md.us/propertypass.
4. Retention. The Lab’s Inventory Control Officer shall obtain a copy of State 

        Property Passes from the DGS Police Officer and retain for 12 months.  DGS 

        Police will follow retention guidelines in General Order 03-AB-05.
5.     Divisional Property Accountable Officers:

	Divisional Property Accountable Officers

	Division
	Accountable Officer
	Location
	Ext.

	Administrative Services & OIMS
	Carlton Jennings
	L-30
	73573

	Billing, Lobby Offices, Registration, Outfits Prep, Maintenance, QA, Safety, & Prep Lab
	Cynthia Queensbury
	L-42
	78663

	Newborn Screening/NBS Follow Up
	Mark Taylor
	5-D7
	76086

	Environmental Chemistry
	Amelie Hamilton
	6-D6
	75044

	Environmental Microbiology
	Denise Brightful
	3-A4
	76125

	Public Health Microbiology
	Arlene Rivera
	3-B12
	76130

	Molecular Biology
	Willa Szuch
	2-C3
	75825/76163

	Virology/Immunology
	Heather Peters
Robin Olds
	4-C3
4-A4
	76153
76152

	Labs Administration Property Officer
	Denise Shackleford
	L-18
	76116


III. 
 Security Policies 

A. Visitors in the Workplace Policy

1. Purpose.  To improve security and safety for employees, laboratories, and offices in the J. Mehsen Joseph Public Health Laboratory located in the O’Conor Building, 201 West Preston Street, Baltimore, Maryland.
2. Background.  Due to the nature of work performed in the Laboratories Administration and the number of visitors accessing the complex in an unofficial capacity, a visitors’ policy is necessary due to concerns relating to work disruption, health, safety, and liability.  This policy seeks to be mindful of employees’ interests, other employees who may be adversely impacted, and the State’s liability in the event of injury to the visitor or damage caused by a visitor. 

3. Policy.  The basic principle of security is to limit access to assets based upon need.  When protecting information, for example, access to documents should be limited to those persons with a need to know the information.  When the asset to be protected is a room, an area, a building, a computer, or other such property, access to that property should be restricted to those persons who, due to their official duties and/or responsibilities, have a need for such access.  Therefore, the following guidelines for visitors will be adhered to:
a) Tours. Laboratories Administration Tours must be kept to a minimum and are only permitted after Director, a Deputy Director or designee approves the request.  Submit written tour request to Director’s office for approval.  Once approved, the Laboratory Security Desk DGS Police Officer is to receive written, advanced notification of the tour date and tour list.  Each tour member must present photo ID to gain entrance.

b) Visitors.  Advance written notice to the Laboratory Security Desk DGS Police Officer is the smoothest and quickest access to the building by a visitor.  

(1) Clearance.  Provide the following information in writing using the attached Visitor Clearance Sheet to 1) the DGS Police Control via fax: 410-333-5067; and 2) a copy to DGS Police Officer at the Lab Tower Security Desk to include on the Daily Visitor Notification List:

(a) Date/Time of arrival;

(b) Visitor’s name;

(c) Company name;
(d) Destination within the Laboratories Administration;

(e) Purpose of visit (meeting, equipment repair, etc.); and

(f) Lab employee escort and telephone (office, pager, cell phone).

(2) Visitors with advance notice.  Upon arrival, visitors will be asked to identify themselves to the DGS Police Officer, present a photo ID (e.g., driver’s license, company ID, student ID) and sign-in. DGS Police will notify the associated employee escort.  Visitors without a proper photo ID will be asked to leave the premises. Employee escort will also sign-in, which authorizes visitor’s entry.  Employee escort will be responsible for the visitor during their visit.  When the visitor leaves, they will be escorted back to the Lab Tower Security Desk to sign-out.

(3) Visitors with no advance notice.  In some cases, it is not possible to schedule visitors in advance.  Although their names will not be on the Daily Visitor Notification List, clearance can be authorized through a contact employee.  Visitors will be required to present a photo ID to gain access.  Visitors will also be required to provide name and telephone number of Lab employee for an employee escort. 

(4) Family members and friends should limit visits to the Lab Tower and will not be allowed in technical work areas.  These visits should not be for extended periods or be disruptive to other employees.  Children (under 18 years of age) are restricted to offices, administrative areas, conference rooms, and rest rooms.  Children may not roam unattended through hallways.  A responsible adult must attend them. [See Laboratory Safety Manual, 3rd ed., (p.16)].  

(5) Children are not permitted in technical or non-technical work areas of the Lab Tower for childcare reasons.  Employees are responsible for arranging suitable outside childcare for their children during working hours.

(6) Visitors and employees may be asked to open any package, purses, briefcases, bag, etc. for review by DGS Police Officer posted at the Lab Tower Security Desk before entering and/or leaving the Lab Tower.  

4. Supervisors’ Responsibility.  Supervisors are responsible for ensuring employees comply with the Laboratories Administration’s visitors’ policy.
5. Effective.  This policy is effective Summer, 2004.
B. Security Awareness

1. New Employee Orientation

a) General Security Orientation.  Every new employee, as part of their safety orientation, shall complete a general security awareness orientation within the first week of employment, provided by the Safety and Security Officer, that shall cover at least the following:

(1) Distribution and review of the Administration’s Security Plan and Manual;

(2) Security of confidential and sensitive records;

(3) State ID and visitors’ policy;

(4) Metal key and electronic ID policies;

(5) Perimeter security and limited access spaces; and

(6) Security incident reporting. 

b) Security Orientation for Select Agents and Toxins.  A new employee who will be granted access to select agents or toxins also will complete a security orientation for select agents and toxins before being granted that access.  This orientation will be provided by the employee’s Division Chief and will cover at least the following:

(1) Accompanying non-approved individuals;

(2) Access controls for agents and toxins;

(3) Removal of an unauthorized individual;

(4) Intra-Administration select agent and toxin transfer procedure;

(5) Examination of all packages entering or exiting controlled areas; and

(6) Select agent and toxin inventory policy.
2. Reporting Security Incidents and Breaches

a) Reporting security incidents and breaches in security policy is the responsibility of every employee;

b) Incidents and breaches of security may include such things as failing to properly secure confidential/sensitive documents, suspicious loitering by unknown individuals in the building, seeing a non-employee or other person entering an elevator vestibule without an electronic ID, lending an electronic ID, finding an external door propped open, loss or theft of select agents or toxins, loss or theft of supplies, equipment, confidential records, etc. 

c) Reporting must be made immediately after the incident or breach is noticed;

(1) Immediate notification must be made to the DGS Police Officer posted at the Lab Tower’s Security Desk, to the Responsible Official, and to the SSO.  Employee’s notification to the DGS Police Officer will result in an immediate formal report being made by the Officer;

(2) Complete the attached Security Incident/Breach Reporting Form and submit copies to Division Chief, Director or Deputy Director, Safety and Security Officer, Responsible Official and the DGS Police Officer. 

(3)  Periodic Security Awareness Training

(a) Mandatory for all employees, at least once every 24 months

(b) Training may be required at any time for an employee believed to have been involved in a breach of security;

(c) Safety and Security Officer, Responsible Official, and/or a Deputy Director will provide training.

C. Functional Security Reviews

1. When and by Whom.  Each calendar year, and following a reported security incident or breach, the Laboratories Administration’s Safety and Security Officer and the Security subcommittee, in conjunction with the Responsible Official and with input from DGS Police, shall undertake and complete a functional security review for the Laboratories Administration.
2. Reports.  The Security Subcommittee and Responsible Official will prepare a written report that lists the findings of each functional security review and will submit that report to the Laboratories Administration’s Director and the Safety and Security Committee.
Security Incident/Breach Reporting Form
Laboratories Administration, DHMH
Person filing report:   ________________________   Date: _________Time:  _________

Supervisor who was informed:   ___________________________  on:  ______________









        date

Location of incident:  ______________________________________________________

Incident Summary: ________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

Initial verbal report of incident given to:  ______________________________






       DGS Police Officer

Date:  _____________    Time:  _____________

A copy of this form was submitted to:

[ ]  Division Chief

[ ]  Director or Deputy Director

[ ]  Safety and Security Officer

[ ]  Responsible Official/Alternate Responsible Official

[ ]  Office of Laboratory Emergency Preparedness and Response

[ ]  DGS Police Officer

Incident reviewed by:    _________________, ___________________   Date: _________

Recommended follow-up:    _________________________________________________

________________________________________________________________________

________________________________________________________________________

Visitor Clearance Sheet

Laboratories Administration

To:  
1) DGS Police Officer posted at Lab Tower Security Desk


2) DGS Control via fax: 410-333-5067

	Division:
	


	Division:
	


	Date: 
	


Please add the following visitor to the DGS Daily Visitors Log:

	


Date and time of arrival

	


Visitor’s name

	


Company name

	


Destination within the Lab Administration 



	


Purpose of visit (meeting, equipment repair, etc)

	


Lab employee escort and telephone number(s) 



Security
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PREFACE


       





					      July 1, 2010








This Security Plan and Manual brings together information that will assist both you and your supervisors to meet security responsibilities through a formal security program.  This program encompasses a broad range of requirements and responsibilities designed to protect the safety of employees, visitors, and the surrounding community by securely maintaining a work site that routinely possesses, works with, and transfers hazardous biologic agents, hazardous chemicals, and sources of hazardous radiation.





       	The success of our security program depends upon you having the necessary knowledge to carry out the program.  When you are aware of risks you are less likely to breach security.  Everyone who works at a site containing hazardous materials should have this knowledge.  It includes knowing how to protect yourself and your co-workers.  It also includes knowing how to respond to security emergencies ranging from a breach in patient confidentiality or the loss of a laboratory key to the observed breakdown in controlled access to a toxic agent or the removal of an individual who is not authorized to be in a laboratory.





       	The degree of safe, secure practices (operational security) observed in a laboratory stems directly from the attitudes and actions of the people in charge.  The responsibility for enforcing our security program ultimately rests with the Laboratory Director.  However, immediate responsibility rests with every supervisor, employee and our uniformed police officers.





Supervisors must see that each member of their staff understands the applicable contents of this security manual.  Supervisors must also oversee and demand observance of the policies in this manual.  Supervisors must educate themselves as fully as possible about security risks and relay this information to their employees.





Remember, you are the only person who can truly practice operational security for your own protection and that of your fellow workers.  Therefore, you are required to know, understand, and adhere to the policies of this security manual.





This Security Plan and Manual has been reviewed and approved for distribution to DHMH Laboratories Administration employees and agencies whose employees have been granted access to the Laboratory Tower.
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