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APHL Informatics Messaging Services (AIMS) Platform

The APHL Informatics Messaging Services (AIMS) platform is a secure, cloud based environment that
accelerates the implementation of public health messaging solutions by providing shared services to aid
in the transport, validation, translation and routing of electronic data.

AIMS is located on Amazon Web Services (AWS) East, West and GovCloud regions. Multi-availability
zones are also in use.
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Transport Compatibility and Interoperability include:
- PHINMS
- Direct
- SFTP
- Web Services
- S3

This document details the steps to install and configure the AIMS S3 Client.
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Amazon Web Services (AWS) S3

Amazon Simple Storage Service (Amazon S3), provides developers and IT teams with secure, durable,
highly-scalable object storage. Amazon S3 is easy to use, with a simple web services interface to store
and retrieve any amount of data from anywhere on the web. With Amazon S3, you pay only for the
storage you actually use. There is no minimum fee and no setup cost.

Amazon S3 can be used alone or together with other AWS services such as Amazon Elastic Compute
Cloud (Amazon EC2), Amazon Elastic Block Store (Amazon EBS), and Amazon Glacier, as well as third
party storage repositories and gateways. Amazon S3 provides cost-effective object storage for a wide
variety of use cases including cloud applications, content distribution, backup and archiving, disaster
recovery, and big data analytics. Key capabilities and benefits include:

Amazon S3 provides durable infrastructure to store important data and is designed for
durability of 99.999999999% of objects. Your data is redundantly stored across multiple
facilities and multiple devices in each facility.

Amazon S3 is designed for 99.99% availability of objects over a given year. Amazon S3 is also
backed by the Amazon S3 Service Level Agreement, ensuring that you can rely on it when you
need it. And you can choose an AWS region to optimize for latency, minimize costs, or address
regulatory requirements.

Amazon S3 supports data transfer over SSL and automatic encryption of your data once it is
uploaded. You can also configure bucket policies to manage object permissions and control
access to your data using AWS Identity and Access Management (IAM).

With Amazon S3, you can store as much data as you want and access it when you need it. You
can stop guessing your future storage needs and scale up and down as required, dramatically
increasing business agility.

Amazon S3 can send event notifications when objects are uploaded to Amazon S3. Amazon S3
event notifications can be delivered using Amazon SQS or Amazon SNS, or sent directly to AWS
Lambda, enabling you to trigger workflows, alerts, or other processing. For example, you could
use Amazon S3 event notifications to trigger transcoding of media files when they are
uploaded, processing of data files when they become available, or synchronization of Amazon
S3 objects with other data stores.

Amazon S3 supports multi-part uploads to help maximize network throughput and resiliency,
and lets you choose the AWS region to store your data close to the end user and minimize
network latency. And Amazon S3 is integrated with Amazon CloudFront, a content delivery web
service that distributes content to end users with low latency, high data transfer speeds, and
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no minimum usage commitments.

e Amazon S3 is integrated with other AWS services to simplify uploading and downloading data
from Amazon S3 and make it easier to build solutions that use a range of AWS services. Amazon
S3 integrations include Amazon CloudFront, Amazon Kinesis, Amazon RDS, Amazon Glacier,
Amazon EBS, Amazon DynamoDB, Amazon Redshift, Amazon Route 53, Amazon EMR, and AWS
Lambda.

e Amazon S3 is easy to use with a web-based management console and mobile app and full REST
APIs and SDKs for easy integration with third party technologies.

AIMS uses several S3 clients. One example is the CrossFTP solution to facilitate secure transport from
your organization to AIMS and to other trading partners on AIMS.
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AIMS S3 Windows Client Installation Guide

Download CrossFTP from the following URL - http://www.crossftp.com/download.htm. For the
purposes of this document we will assume that you will download the Windows (exe) version.

www.aphl.org 7/2/2015
aphlhub@uberops.com Page 6 of 22



http://www.aphl.org/
mailto:aphlhub@uberops.com
http://www.crossftp.com/download.htm

\
A P H L .ocamonor

PUBLIC HEALTH LABORATORIES

AIMS S3 Transport

CrossFTP Client Configuration - Version 3

CrossFTP, FTP cross the world

Home
Features
Download
Screenshots
Purchase
Forum
Support

Contact

CrossFTP Server

CrossFTP/Pro/Enterprise 1.96.6

Download CrossFTP/Pro/Enterprnise for Windows, Mac, and Linux.
CrossFTP Pro/Enterprise’s evaluation will turn back to the Free
CrossFTFP after 30 days.

8y

'f-"l Windows

Download (exe)

Download (Require |RE)

for Windows

98 /ME/NT /2000 /XP/Vista/7.

K| o

Mac | | unbversal Mac OS5 X

Download (Require 0% X

10.7+)
Mac App Store (CrossFTP Pro)

Download (Require |JDKS '6)

Download (Require |DKY)

||Search|

c:‘
@ ﬁ"‘ Debian

Download (dek)

Ubuntu App Store

for Debian, Ubuntu, and other
Debian-based 05.

Web Start

Download (jnlp)

run CrossFTP from web and

get automatic updates.

[ Portable
'_l

Download (zip}

for Win, Mac, Linux, and Solaris. Put CrossFTP in USE drive, or

deploy CrossFTP on your web server.

(Uparade to unlock Pro functions)

After the download completes proceed to run crossftp-full-setup-1.96.6.exe (or similar named) to

install CrossFTP.
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Proceed through the steps of the installer as shown below:

-

k9 CrossFTP 1.96.6 Setup

NS

Welcome to the CrossFTP 1.96.6
Setup Wizard

This wizard will guide you through the installation of
CrossFTP 1.96.6,

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue,

Mext = ] | Cancel
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&) CrossFTP 1.96.6 Setup ==
Choose Install Location
Choose the folder in which to install CrossFTP 1.96.6. C}

Setup will install CrossFTP 1.96.6 in the following folder. To install in a different folder, dick
Browse and select another folder. Clid: Mext to continue.

Destination Folder

C:'Program Files (x85)\CrossFTP Browse. .,

1 Space required: 144.5MB
Space available: 207, 1GB

Mullsaft Install Swskem w2, 46

« Back ]l Mext = I [ Cancel
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& CrossFTP 1.96.6 Setup

Choose Components
Choose which features of CrossFTP 1.96.6 you want to install,

>

install, Click Install to start the installation.

Chedk the compaonents you want to install and unchedk the companents you don't want to

Select components to install; CrossFTP 1.96.5 (required)
Quick Launch shortout
Desktop shortout

1 Space reguired: 144.5MB

Mullsaft Install Swskem w2, 46

<Back | Instal

I [ Cancel
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3 CrossFTP 1.96.6 Setup e
Installing
Flease wait while CrossFTF 1.96.6 is being installed. C}

Extract: rt.jar

Show details

Mullsaft Install Swskem w2, 46

< Back Mext = Cancel
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& CrossFTP 1.96.6 Setup

Completing the CrossFTP 1.96.6
Setup Wizard

CrossFTP 1.96.6 has been installed on your computer,

Click Finish to close this wizard,

¥|Run CrossFTP 1,96.6

Show Readme

L

On the Sites menu select the Import option.
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r = M
& CrossFTP Enterprise lil_lg
File Edit View Sites Security Queue Logs Tools Help
@@ 0=/ BFOOO®> O M s -

' '3‘?|,. C:\WUsers\Frans\Documents\CrassFTP v || 5 ) CrossFTP Sites
(L) Quick History
MName Size: File Type Last Modified oS | Sites
0 Folder(s), 0 File(s), 1 Selected (0B f0B) Q,
Frans@FransLaptop .
P T e = —===——vos
Mame Siz " |[R1] Succeeded i
[RA] Encrypting session using cipher S5L_RSA_WTH_3DES_EDE_CBC_SHA
[R1] Succeeded
Sites saved.
[R1] Disconnected H
Sites saved
i
« i v| [man

Change the type to CrossFTP Sites.

i ™y
2 Import the bookmarks u

Please select the file type, path, and the category you want to import sites,

Type  CrossFTP Sites (sites.xm) - [ Help ]
File |C:\J..lsers\Frans‘l,.cmsqu:l‘lsites.ml | T
Category |5ites | [ ]

-

Select the correct file to import(From the ZIP file).
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P B
2 Import the bookmarks ﬁ

Please select the file type, path, and the category you want to import sites,

Type  CrossFTP Sites (sites.xml) -

File Jsers\Frans\Documents\CrossFTPVAPHL-WI_WIDGH. xml
Category |Sites

L

Add a new Category.

i ™
2 Import the bookmarks ﬁ

Please select the file type, path, and the category you want to import sites.

Type  CrossFTP Sites (sites.xmi) -
File Jsers'\Frans'Documents \CrossFTPVAPHL-WI_WIDCH. xml Z]
Category |AIMS Flatform

-

-
Create new category ﬂ

Category Mame

AIMS Platform

| ok || Ccancel

Select OK to import the site.
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[ & Impart the bookmarks ﬁw

Please select the file type, path, and the category you want to import sites,

Type | CrossFTP Sites (sites.xml) -
File Jsers\Frans \Documents\CrossFTPWAPHL-WI_WIDOH. xml E
Category |AIMS Platform i

|

|

Hit F9, navigate into the AIMS Platform category, and click on the site. The Site Manager should look
as follows:

[ Ok H Canicel ]
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Pl " TTT S, od

[+ [ CrossFTP Sites General | Actions | security | FTe | webbav | 53 | Bookmarks|
[ (L) Quick History ] ]
= || Sites Protocol 53HTTPS -
El- |, AIMS Platform : :
ol [ Y a1MS Platform - Staging - AML Label | AIMS Platform - Staging - AMD
) Default

Host |s3-fips-us-gov-west-1.amazonaws.com
Port |443
Access Key | OFESGLIDZSF4260 Secret | eeesssabeEERe
Proxy,Firewall jUse Global Setting vi
Remote Path |JYRRTQMIBP WM,/ SendTo,/FL-GA_CDC/Staging/AMD

Local Path |C:), E

| CMNAME

Comments

< | 1 |

’ New Site ” New Category ” Delete ] ’ Help ][ Apply ][ Connect ][ Close ]

Make sure to select the correct Local Path you wish to navigate to when you connect. Click on Apply to
save the changes, if any.

Click on Connect to test if a connection can be made successfully. Take note, the site listing in the
main window of the application will not update after an import until the application is restarted.
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oo DOBBRORIRD =

g CrossTTP Sites General | Actions | security | FTP | webDav | 53 | Bockmarks|
| \};.l Quick History
= Sites Protocol | 17 S3HTTPS -
[l | AIMS Platform
]5----. AIMS Platform - Staging - AML Label |hIMS Platform - Staging - AMD |
B o Defauit Host |sS—ﬁps—us—gou—west—l.amaznnaws.com |
—
Proxy,Firewall [UseGobaISetting v]
Remote Path | )YRRTQMIEP7WM/SendTo/FL-GA_CDC/Staging/AMD |
Local Path |C:‘|, |[ ]
i CNAME | |
Comments
i
[l
< | 1 | v
[ sie ] [newGoteoos | [_oeke | [ ) [2om | [comest ] "o ]
L []
www.aphl.org 7/2/2015
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After the connection was established the window should look similar to what is shown below.
raCrDssFl'PEnherprise - .0 .‘ - .... - LR - E@g

File Edit View Sites Security Queue Logs Tools Help

- @@/ BWOOO®> O /B~

&~ f?| | C:WUsers\Frans\Documents\CrossFTP « || @& ¥ f?| |/ laimsplatformgovidata/AIDAL22XQYRRTAMIBPTWI/SendTo/FL-GA_CDC/Staging/AMD -
MNarmne Size File Type Last Modified || Mame Size Last Modified  Attributes
&1 A&

| |nessage.td| 38B TXT File 4315 2:54 B aims-test-message bdaes

488 4/315 2:54

0 Folder(s), 1File(s), 1 Selected (388 / 388) Q
Frans@FransLaptop

0 Folder(s), 1File(s), 1 Selected (486 / 48B)
" AKIALOFESGLIDZSF426Q @AIMS Platform - Staging - AMD [1 Idle(s) 1

- Name sia ! [R1] Succeeded

[R1] LIST All Buckets

[R1] Encrypting session using cipher S5L_RSA_WITH_3DES_EDE_CBC_SHA
[R1] Succeeded

[R1] Encrypting session using cipher S5L_RSA_WITH_3DES_EDE_CBC_SHA
[R1] Succeeded

3 Main

You can try to transfer the encrypted data in the right pane to the left pane. If you can read the
message in the file after the transfer completes (Test message from the AIMS Platform) your CrossFTP
installation was completed successfully and the only remaining item is to install the license.

www.aphl.org
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To install the license select Help from menu, and then select Register:

-
& CrossFTP Enterprise . » .‘ -..... - -e ‘ @E‘g
File Edit View Sites Security Queue Logs Tools Help
@@ 0= / BOIOO®>T = /B
L i‘?‘ | CiUsers\Frans\iDocuments\CrossFTP - M- f?| . laimsplatformgovidata/AIDALZ2XQYRRTOMIBPTWI/SendTo/FL-GA_CDC/Staging/AMD -
Name Size File Type Last Modified || Name | Size Last Modified  Attributes
A1 A
E aimstes.. 388 TXT File Lkl e aims-testmessage.it.aes 48B 4/3152:64 .
0 Folder(s), 1File(s), 1 Selected (388 /388) Q, 0 Folder(s), 1File(s), 1 Selected (488 / 43B) Q
Frans@FransLaptop & AKIALOFESGLIDZSF426Q@AIMS Platform - Staging - AMD [1 Idle(s) ]
[R1] Succeeded e
[RA] LIST All Buckets
[R1] Encrypting session using cipher SSL_R3A_WITH_3DES_EDE_CBC_SHA
[R1] Succeeded
[R1] Encrypting session using cipher SSL_RSA_WITH_3DES_EDE_CBC_SHA H
[R1] Succeeded
‘ n »

Paste the registration code that was provided to into the box, click OK, and restart CrossFTP.
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F ™
A —— e

If you paid the registration fee or required an evaluation:

If you paid the registration fee or reguired an evaluation, and received the

registration/evaluation license in email from Crossworld or from an authorized

retailer, please enter the registration code EXACTLY as they appeared in the

instructions.

If you have not yet paid the registration fee or required an evaluation:
“ou can still use CrossFTP for free. For FASTER and SAFER transfer, we suggest
vou to register/evaluate to become CrossFTP Pro user by simply clicking "Purchase
Now™. All Pro functions will become available after registration.

Registration Code

Paste from Clipboard

ﬂ Purchase Now ][ OK H Cancel ] H

Change the following configuration option before uploading large files:
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i B
Global Options [
P

General | Connection | Transfer I 53/Glacier | Operation | Sound & Trigger | Behavior | Display|

General
When Starts Show Tabs from Last Time [7] Check Update
Startup Directory | C:\Users\Frans\Documents E
Email Address |user@anonymous, com
Temp File Folder |C:\Jsers\Frans\AppDataiLocaliTemp E
Email Notification Settings  [~| Enable Email notification
Limits
Connect Timeout (s) 300 Connect Retry Delay (=) 305
Connect Retry Count 300 Concurrent Transfers 10 El

== o) [ |

The value should match the capabilities of your network and device.
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Support

Eduardo Gonzalez Loumiet
eddie@uberops.com
850-766-5338

APHLHUB@UberOps.com | +1 (888) 404-5409
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